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QUESTION 11 
Examine the following partial output from a sniffercommand; then answer 

the question below. 

# diagnose sniff packet any 'icmp' 4 

interfaces=[any] 

filters=[icmp] 

2.101199 wan2 in 192.168.1.110 -> 4.2.2.2: icmp: echo request 

2.1011400 wanl out 172.17.87.16 -> 4.2.2.2: icmp: echo request 

2.123500 wan2 out 4.2.2.2 -> 192.168.1.110: icmp: echo reply 244 packets 

received by filter 5 packets dropped by kernel 

What is the meaning of the packets dropped counter at the end of the sniffer? 
 

A. Number of packets that didn't match the sniffer filter. 

B. Number oftotal packets dropped by the FortiGate. 

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate. 

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer. 

 
Answer: C 
 
QUESTION 12 
Examine the following traffic log; then answer the question below. 
date-20xx-02-01 time=19:52:01 devname=masterdevice_id="xxxxxxx" 

log_id=0100020007 type=event subtype=system pri critical vd=root 

service=kemel status=failure msg="NAT port is exhausted." 

What does the log mean? 
 

A. There is not enough available memory in the system to create a new entry in the NAT port table. 

B. The limit for the maximum number of simultaneous sessions sharing the same NAT port has been 
reached. 

C. FortiGate does not have any available NAT port for a new connection. 

D. The limit for the maximum number of entries in the NAT port table has been reached. 

 
Answer: B 
 
QUESTION 13 
The logs in a FSSO collector agent (CA) are showing the following error: failed to connect to registry: 
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PIKA1026 (192.168.12.232) What can be the reason for this error? 
 

A. The CA cannot resolve the name of the workstation. 

B. The FortiGate cannot resolve the name of the workstation. 

C. The remote registry service is not running in the workstation 192.168.12.232. 

D. The CA cannot reach the FortiGate with IP address 192.168.12.232 

 
Answer: C 
 
QUESTION 14 
Examine the output of the 'diagnose debug rating' commandshown in the exhibit; then answer the 
question below. 

 
Which statement are true regarding the output in the exhibit? (Choose two.) 
 

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate. 

B. The TZ value represents the delta between each FortiGuard server's time zone and the FortiGate's 
time zone. 

C. FortiGate will send the FortiGuard queries to the server with highest weight. 

D. A server's round trip delay (RTT) is not used to calculate its weight. 

 
Answer: BC 
 
QUESTION 15 
An administrator has enabled HA session synchronization in a HA cluster with two members. Which 
flag is added to a primary unit's session to indicate that it has been synchronized to the secondary 
unit? 
 

A. redir 

B. dirty 

C. synced 

D. nds 

 
Answer: C 
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