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QUESTION 91

A Citrix Administrator would like to use an existing monitor script included in NetScaler for load
balancing TFTP services in a Provisioning Services deployment. Which monitor type should the
administrator choose in order to complete the task?

ARP
USER
TCP-ECV
UDP-ECV

cow»

Answer: B

QUESTION 92

What should a Citrix Administrator configure in a session profile so that users are able to use
WorxWeb on their mobile devices?

SSL VPN

ICA Proxy
Secure Browse
Clientless Access

oWy

Answer: C

QUESTION 93

Scenario: A Citrix Administrator configured the following preauthentication policies for NetScaler
Gateway.

Priority 20 Policy2 bound to virtual server

Priority 10 Policyl bound to AAA Global

Priority 10 Policy3 bound to virtual server

Priority 20 Policy4 bound to AAA Global

In which order are the policies applied?

A. Policy2, Policy3, Policy1, Policy4
B. Policy1, Policy2, Policy3, Policy4
C. Policy4, Policy2, Policy1, Policy3
D. Policy3, Policy1, Policy4, Policy2

Answer: C
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QUESTION 94

HDX Insight is used in a 500-user organization that has a single datacenter location with a single
Internet service provider. Which form of Citrix NetScaler redundancy should a Citrix Administrator
implement?

A. LACP

B. VRRP

C. Clustering

D. High availability

Answer: D

QUESTION 95
Which command can a Citrix Administrator use to see a specific auditing Syslog policy binding?

show log
show audit
show syslog
show attribute

oWy

Answer: B

QUESTION 96

A Citrix Administrator would like to use TCP Profiles to optimize NetScaler Gateway for ICA Access
without affecting other load balanced traffic. The administrator should usethe _ and bindit__ .
(Choose the correct option to complete the sentence.)

A. nstcp_default_profile; globally

B. nstcp_default XA_XD_profile; globally

C. nstcp_default_profile; to the NetScaler Gateway virtual server

D. nstcp_default_ XA _XD_profile; to the NetScaler Gateway virtual server

Answer: D

QUESTION 97
What is a valid command that a Citrix Administrator can run at the command-line interface to
reconfigure the NetScaler IP address?

setns ip
config ns
add ns ip
add ipset

oow»

Answer: B

QUESTION 98

A Citrix Administrator needs to set up two-factor authentication on NetScaler Gateway for mobile
devices. Which two actions should the administrator take to allow users to log on using mobile
devices? (Choose two.)

A. Create a pre-authentication policy
B. Create a RADIUS authentication policy
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C. Bind the LDAP policy for primary authentication
D. Bind the RADIUS policy for primary authentication
E. Bind the RADIUS policy for secondary authentication

Answer: BD

QUESTION 99

Scenario: While troubleshooting a license issue on NetScaler, a Citrix Administrator notes the
following entry as the root cause:

"1:47:12 (CITRIX) SERVER line says HOSTNAME=cag, hostid is HOSTNAME=ns"
In which file would the administrator modify the hostname to resolve this issue?

rc.conf
ns.conf
auth.log
aaad.debug

ooy

Answer: A

QUESTION 100
Which tool can be used by a Citrix Administrator, when using the NetScaler Configuration Utility, to
collect troubleshooting information to provide to Citrix Technical Support?

A. Get Back Trace

B. Download core files
C. Download trace files
D. Generate support file

Answer: B

QUESTION 101
Which script should a Citrix Administrator use when creating an Active Directory load balance
monitor through the NetScaler?

nsldap.pl
nssnmp.pl
nsntim-lwp.pl
nsbmradius.pl

oWy

Answer: A

QUESTION 102
Which port exchanges high availability heartbeats?

TCP 80
TCP 443
TCP 3003
UDP 3003

cowp

Answer: D

QUESTION 103
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Scenario: A Citrix Administrator has configured NTP Time Servers in the Citrix NetScaler
configuration. However, the time is NOT in sync with the NTP Time servers. The addresses of the
servers have been verified. What could be causing this issue?

NTP Synchronization state is disabled.

NTP Authentication is NOT configured.

NTP Server Auto Key is NOT configured.

No NTP server is "Set as preferred NTP server".

ooy

Answer: A

QUESTION 104
Which command is used to verify the authentication process?

show aaa user
show aaa stats
cat aaad.debug
set aaa IdapParams

oWy

Answer: C

QUESTION 105

Which two commands, when run at the command-line interface by a Citrix Administrator, can
display interfaces configured for high availability monitoring? (Choose two.)

show node
show status
show monitor
show interface
show hardware

moow>

Answer: AD

QUESTION 106

Which two steps must a Citrix Administrator complete to set up an SSL VPN virtual server? (Choose
two.)

A. Bind a session policy.

B. Install a certificate-key pair.

C. Bind a certificate-key pair to the virtual server.
D. Configure a Secure Ticketing Authority server.

Answer: BC

QUESTION 107

A Citrix Administrator needs to configure a production website to show a custom message when
the virtual server is in a down state. Which NetScaler function or feature should the administrator
use in order to meet this requirement?

A. Rewrite
B. Redirect URL
C. Content Switching
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D. Spillover Backup Action

Answer: B

QUESTION 108
Which log file should a Citrix Administrator use to troubleshoot a cluster node in the INACTIVE
state?

A. ns.log

B. http.log

C. auth.log

D. nscollect.log

Answer: A

QUESTION 109

In an effort to troubleshoot NetScaler Gateway, a Citrix Administrator needs to capture packets to
validate basic traffic flow (IP and port information). What would the administrator choose to begin
collecting data to evaluate under Technical Support Tools using the NetScaler Configuration Utility?

Call Home

Get back trace

Start new trace
Generate support file

oWy

Answer: C

QUESTION 110
A security policy at a company requires all URLs to be encrypted when accessing the backend
server through NetScaler Gateway. Which step should a Citrix Administrator take to meet this
company policy?

Enable SSL Offload.

Configure SSL Bridge.

Enable Cipher Redirect.

Configure Clientless Access URL Encoding.

cowy

Answer: D

QUESTION 111

Which two ports must a Citrix Administrator open on an internal firewall to allow users to launch
desktops through the NetScaler Gateway from a Citrix XenDesktop environment in which session
reliability is enabled? (Choose two.)

80
443
1494
2598
3001

moow>

Answer: CD
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QUESTION 112
Which protocol should be used to configure a secure LDAP virtual server for a NetScaler Gateway
deployment?

SSL
DTLS
SSL_TCP
SSL_BRIDGE

ooy

Answer: C

QUESTION 113
A Citrix Administrator needs to shorten the URL for users to connect to a StoreFront website without
knowing the store name. Which policy should the administrator use to accomplish this requirement?

Rewrite
AppQoE
Spillover
Responder

oWy

Answer: A

QUESTION 114

Scenario: A Citrix Administrator has customized some NetScaler configuration files. The
administrator now plans on upgrading the NetScaler Gateway from NetScaler 10.1 to NetScaler
10.5. What should the administrator do prior to the upgrade to avoid losing the customizations?

Backup the ns.conf file.

Backup the files in the /var/netscaler directory.
Move the customized files to a backup directory.
Move the customized files to the /nsconfig directory.

cowy

Answer: C

QUESTION 115

Scenario: A Citrix Administrator is required to set up SSL Offloading for all virtual servers. External
communication will come in as HTTPS traffic. Communication from the NetScaler to backend web
servers will be over HTTP. In which two ways can the administrator set the protocol to meet the
requirements? (Choose two.)

Service TypE. SSL

Service TypE. TCP

Service TypE. HTTP

Virtual Server TypE. SSL
Virtual Server TypE. HTTP
Virtual Server TypE. SSL_TCP

Mmoo w>

Answer: CD

QUESTION 116
After performing an upgrade on a high availability pair, a Citrix Administrator notices that all of the
virtual servers are down on the secondary appliance. Which two commands can the administrator
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use to resolve this issue? (Choose two.)

A. show ha node

B. sync hafiles all

C. force ha failover

D. set ha node -hasync enable
E. set ha node -hastatus enable

Answer: DE

QUESTION 117

Scenario: A NetScaler Gateway is configured to use RADIUS for authentication. A Citrix
Administrator needs to know which NetScaler IP (NSIP) address is used for outgoing RADIUS
traffic. How can the administrator verify which NSIP is used?

A. Check the ns.log file.

B. Use the ping command.

C. Check the messages log file.

D. Use the nstcpdump.sh command.

Answer: D

QUESTION 118

Scenario: A Citrix Administrator is configuring RADIUS as a two-factor authentication solution on
the NetScaler. While testing the configuration the administrator observes that there are no incoming
RADIUS requests. To resolve this issue, the administrator should change the setting of the
"RADIUS client IP address" to the _ address. (Choose the correct option to complete the
sentence.)

Virtual IP (VIP)

Client IP (CIP)

. NetScaler IP (NSIP)

Global Server Load Balancing IP (GSLB IP)

oo w»

Answer: C

QUESTION 119

While debugging the NetScaler Gateway authentication to Active Directory, a Citrix Administrator
notices the "Groups Allowed To Login" option is preventing intended users from accessing the site.
Which NetScaler Gateway policy area should be reviewed?

A. Auditing

B. Session

C. Authentication
D. Preauthentication

Answer: B

QUESTION 120
Where can the license.log file be found in the NetScaler folder structure?

A. /var/log
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B. /var/netscaler
C. Ivar/nsproflog
D. /var/netscaler/help

Answer: A
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